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ÂUbuntu
Router#container attach
root@container :~#
root@container :~# cat / etc / lsb - release
DISTRIB_ID=Ubuntu
DISTRIB_RELEASE=18.04
DISTRIB_CODENAME=bionic
DISTRIB_DESCRIPTION="Ubuntu 18.04.3 LTS"
root@container :~# pstree - A
systemd- +- accounts- daemon--- 2*[{accounts - daemon}]

| - agetty
| - atd
| - chronyd
| - cron
| - dbus- daemon
| - filebeat --- 8*[{ filebeat }]
| - hsflowd--- { hsflowd}
| - networkd- dispat --- { networkd- dispat }
| - polkitd --- 2*[{ polkitd }]
| - redis - server --- 3*[{ redis - server}]
| - rsyslogd --- 2*[{ rsyslogd }]
| - snort --- {snort}
| - softflowd
| - squid--- squid- +- log_file_daemon
|               | - 5*[ security_file_c ]
|               ` - unlinkd
| - sshd
| - systemd- journal
| - systemd- logind
| - systemd- network
| - systemd- resolve
| - systemd- udevd
` - unattended- upgr--- {unattended - upgr}

root@container :~#

init♦כ⸗fi╩ ╘√OS ⅜

╩☻☿꜡fiⱪ⸗כ♦─ ∂◖fi
♥♫ ≢ ↕∑╢
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root@container :~# tcpdump - i eth0
06:29:48.611087 STP 802.1d, Config, Flags [none], bridge - id 807f.b8:be:bf:06:dc:00.8004, 
length 43
06:29:49.691734 IP 192.168.127.30.65474 > nrt12s13 - in - f195.1e100.net.http: Flags [R.], seq
1679839507, ack 3054297526, win 0, length 0
06:29:49.691797 IP 192.168.127.30.65457 > 117.18.237.29.http: Flags [R.], seq 0, ack 1, win 0, 
length 0
06:29:49.691911 IP 192.168.127.30.65455 > 151.139.128.14.http: Flags [R.], seq 4273249763, ack
2972801286, win 0, length 0
06:29:50.610004 STP 802.1d, Config, Flags [none], bridge - id 807f.b8:be:bf:06:dc:00.8004, 
length 43
:

♃כ♦

Â

tcpdump
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ÂSSH Wireshark

ï GUI

wireshark - k - i <(ssh root@192.168.127.21 " tcpdump - U - n - w - - i eth0 vlan and not port ssh")
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root@container :~# apt show ntopng
Package: ntopng
Version: 3.2+dfsg1 - 1
Priority: extra
Section: universe/net
Origin: Ubuntu

root@container :~# apt install ntopng
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:

Setting up ntopng (3.2+dfsg1 - 1) ...
Processing triggers for libc - bin (2.27 - 3ubuntu1) ...
root@container :~# systemctl start ntopng
root@container :~#

ÂDPI
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root@container :~# systemctl start packetbeat
root@container :~# systemctl status packetbeat

packetbeat.service - Real- Time Packet Analyzer
Loaded: loaded (/ usr /lib/ systemd/system/ packetbeat.service ; disabled; vendor preset: 

enabled)
Active: active (running) since Sun 2019 - 10- 20 09:04:14 UTC; 23h ago

Docs: https://www.elastic.co/guide/en/beats/packetbeat/current/index.html
Main PID: 7256 ( packetbeat )

Tasks: 9 (limit: 4275)
CGroup: / system.slice / packetbeat.service

mq7256 /usr /bin/ packetbeat - c / etc / packetbeat / packetbeat.yml - path.home
/ usr /share/ packetbeat - path.config / etc / packetbeat - path.data / var /lib/ packetbeat - path.logs
/ var /log/ packetbeat

♃כꜟ

OS

(packetbeat)
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Packetbeat

ÂPacketbeat
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ntopng
ÂNtopng Kibana
Dump expired flows⁄
- F=es;_doc;ntopng- 3.2;http ://xxx.xxx.xxx.xxx:9200 /_ bulk;username:password



© 2019 FURUKAWA ELECTRIC CO., LTD. All Rights Reserved. 13

Netflow

ÂSoftflowd Netflow

root@container :~# softflowd - T ether - i eth0 - v 9 - n xxx.xxx.xxx.xxx:2055
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root@container :~# systemctl start squid
root@container :~# iptables - t nat - A PREROUTING - i eth1 - p tcp - m tcp -- dport 80 - j 
REDIRECT -- to - ports 3128
root@container :~# iptables - t nat - A PREROUTING - i eth1 - p tcp - m tcp -- dport 443 - j 
REDIRECT -- to - ports 3129
root@container :~# tail / var /log/squid/access.log
1572202844.819     60 192.168.127.30 NONE/200 0 CONNECT 172.217.161.36:443 ְ
ORIGINAL_DST/172.217.161.36 ְ
1572202844.823   1021 192.168.127.30 TCP_MISS/200 49334 GET 
https://media.stsci.edu/uploads/image/thumbnail/4316/low_STScI - H- 1912b- t407x400.png -
ORIGINAL_DST/130.167.167.5 image/png
1572202844.965     67 192.168.127.30 TCP_MISS/302 867 GET https://www.google.com/ads/ga-
audiences? - ORIGINAL_DST/172.217.161.36 text/html
1572202845.028    805 192.168.127.30 TCP_MISS/200 62557 GET 
https://media.stsci.edu/uploads/image/thumbnail/4291/low_STSCI - H- p1856a- t - 400x400.png -
ORIGINAL_DST/130.167.167.5 image/png

Giga 1/8Giga 2/1

◐ꜗ♇◦ꜙ ⌐╟╡WAN
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ÂSquid
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ÂHTTPS Squid PC TLS
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Squid
ÂFilebeat

root@container :~# systemctl start filebeat

Grok│₵╜∆⁄
"%{NUMBER:squid_date}%{SPACE}%{NUMBER:squid_res_time} (?: -
|%{IP:squid_src_ip }) %{ DATA:squid_req_stat}/%{ NUMBER:squid_http_status} %{ NUMBER:squid_repl
y_size } %{ DATA:squid_http_method} %{ DATA:squid_http_protocol }://%{ IPORHOST:squid_dst_host}%
{ NOTSPACE:squid_req_url} (?: - |%{NOTSPACE:squid_user}) %{ DATA:squid_hier_code}/(?: -
|%{IP:squid_dst_ip }) %{ NOTSPACE:squid_content_type}",
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IDS
ÂSnort

root@container :~# snort - c / usr /local/ etc /snort/ snort.lua - R / usr /local/ etc /snort3 -
community.rules -- plugin - path / usr /local/lib/ snort_extra - i eth0 - H - y - k none

♃כꜟ

OS

Giga 1/1Giga 2/1Giga 3/1

♃כ♦

snort.lua ⁄
alert_json =
{

file = true,
fields = 'timestamp pkt_num proto pkt_gen pkt_len dir src_addr src_port dst_addr dst_port

service rule priority class action b64_data '
}

eth0eth1
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Snort
ÂSnort Filebeat

root@container :~# tail /run/alert_json.txt
{ ָtimestampֹ : ָ19/10/21-10:33:58.967749ֹ, ָpkt_numֹ  : 16366, ָprotoֹ : ָUDPֹ, ָpkt_genֹ : 
ָrawֹ, ָpkt_lenֹ : 395, dָir ֹ : ָC2Sֹ, ָsrc_addrֹ : ָ10.10.30.10ֹ, ָsrc_port ֹ : 56888, 
dָst_addrֹ : ָ10.10.30.1ֹ, ָdst_port ֹ : 161, ָserviceֹ : ָunknownֹ, ָruleֹ : ָ1:1411:19ֹ, 
ָpriorityֹ : 2, ָclassֹ : ָAttempted Information Leakֹ, ָactionֹ : ָallowֹ, ָb64_dataֹ : 
ָMIIBawIBAQQGcHVibGljoIIBXAIESAj51gIBAAIBADCCA(ⱶ )AAFAA==" }


