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A
I tcpdump
A
I ntopng, sflowd, hsflowd, packetbeat
A
I squid
A DS
I snort
A

I filebeat




A Ubuntu

Router#container attach
root@container :~#
root@container :~# cat/ etc/Isb -release
DISTRIB_ID=Ubuntu
DISTRIB_RELEASE=18.04
DISTRIB_CODENAME=bionic
DISTRIB_DESCRIPTION="Ubuntu 18.04.3 LTS"
root@container :~# pstree -A
systemd + accg[)tunts— daemon- 2*[{accounts - daemon}]
- agetty
A onyd inite > = fid Lv OS
-cron
-dbus-daemon
-filebeat --- 8*% filebeat }]
- hsflowd --- { hsflowd _
- networkd- dispat --- {networkd- dispat }
- polkitd --- 2*[{ polkitd
-redis - server --- 3*[{ redis - server}]
-rsyslogd --- 2*[{ rsyslogd
-snort --- {snort
-softflowd ™ _
- squid--- squid-+log_file_daemon
- 5*i_secur|ty_flle_c
- unlinkd
-sshd _
- systemd journal
- systemd logind
- systemd network
- systemd resolve
- systemd udevd
- unattended- upgr--- {unattended - upgr}
root@container :~#
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root@container :~# tcpdump-i ethO

06:29:48.611087 STP 802.1d, Config, Flags [none], bridge
length 43

06:29:49.691734 IP  192.168.127.30.65474 > nrt12s13 -in-f195.1e100.net.http: Flags [R.],
1679839507, ack 3054297526, win 0, length O
06:29:49.691797 IP  192.168.127.30.65457 > 117.18.237.29.http: Flags [R.],
length O

06:29:49.691911 IP  192.168.127.30.65455 > 151.139.128.14.http: Flags [R.],

2972801286, win 0, length O
06:29:50.610004 STP 802.1d, Config, Flags [none], bridge
length 43

seq 0, ack 1, win O,

seq 4273249763, ack

-id 807f.b8:be:bf:06:dc:00.8004,

-id 807f.b8:be:bf:06:dc:00.8004,
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A SSH Wireshark

-i ethO vlan and not port ssh")

*/dev/fd/63 - o X

Z7TIF) REE) TRV BENG) FrTFv(C) GHA) HES)
4 = ®@ BERE Q¢ 2 ¢ €=

W—IL(T) AJLTH)

htto [x] M
1 0.000000 .202.234.31 - 70 9200 — 48078 i 171 Len=0 TSval=769346823 TSecr=2645896832
2 0.000036 158.202.234.31 10.10.30.10 TCP 70 9200 — 48078 [ACK] Seq=1 Ack=2649 Win=2164 Len=0 TSval=769346823 TSecr-2645896832 |
3 0.000054 158.202.234.31 10.10.30.10 TCP 70 9200 — 48078 [ACK] Seq=1 Ack=3113 Win=2161 Len=0 TSval=769346823 TSecr=2645896832
4 9.028299 158.202.234.31 10.10.30.10 HTTP 423 HTTP/1.1 200 0K (application/json)
6 0.890754 192.52.127.30 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1 =
7 0.913001 10.10.30.1 10.10.30.10 SNMP 442 get-response 1.3.6.1.2.1.31.1.1.1.10.401e70000 1.3.6.1.2.1.31.1.1.1.11.401070060 1.3.6.1.2.1.31.1.1.
8 1.692692 158.202.234.31 10.10.30.10 TCP 70 9200 — 47232 [ACK] Seq=1 Ack=1 Win=1432 Len=0 TSval=769348515 TSecr=2645898525
9 1.720373 158.202.234.31 10.10.30.10 HTTP 243 HTTP/1.1 200 0K (application/json)
10 1.952522 158.202.234.31 10.10.30.10 HTTP 485 HTTP/1.1 200 0K (application/json)
» Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface @
»-Ethernet II, Src: Furukawa_f0:5a:72 (00:80:bd:f0:5a:72), Dst: Furukawa_f0:5a:76 (00:80:bd:f@:5a:76)
» 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 50
»-Internet Protocol Version 4, Src: 158.202.234.31, Dst: 10.10.30.10
w-Transmission Control Protocol, Src Port: 9200, Dst Port: 48078, Seq: 1, Ack: 1, Len: @
Source Port: 9200
Destination Port: 48878
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
[Next sequence number: 1 (relative sequence number)]
fcknowlednment numher- 1 {relatiue ack numher)
@0 80 bd fo 5a 76 00 88 bd f@ 5a 72 81 80 00 32 Zv zr 2
08 GO0 45 GO 00 34 65 98 40 00 3e 06 26 2e 9e ca E--de- @->-&.
0020 ea 1f Oa Ga le Oa bb ce 58 16 0a b9 53 bd B ox-s
48 2d 80 10 08 7b 97 b3 @0 08 81 @1 08 Ba 2d db H- { -
4d 07 9d b5 2e 80 M
O ¥ wireshark_63_20191024132432_B5JsK9.pcapng N4y 178 - R 178 (100.0%) 707 7 JL: Default
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(ntopng)

A DPI

root@container :~# apt show ntopng
Package: ntopng

Version: 3.2+dfsgl -1

Priority: extra

Section: universe/net

Origin: Ubuntu

root@container :~# apt install ntopng
Reading package lists... Done

Building dependency tree
Reading state information... Done
The following additional packages will be installed:

Setting up ntopng (3.2+dfsgl -1) ...

Processing triggers for libc -bin (2.27 -3ubuntul) ...
root@container :~# systemctl start ntopng
root@container :~#

i D4
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(ntopng)

A Ntopng WebUI

.I II- & l| @~ @&~ Flows Hosts = Devices ~ 5~ M~ | & search Host

Interface: eth30 = 4 | Packets Protocois IcMP  ARP | 2 A B & # 9«

Id 1
State Paused
Name eth30 £ Family pcap
IP Address 10.10.30.10, fe80::280:bdiT.fef0:5a76
MTU 1518 Bytes Speed 1 Gbit/s
Traffic Breakdown
5.89%.1% 0.1%
Local->Locélther Other

15.9%
Remote->Local .

78.2%
Local->Remote
IPva
Ingress Traffic
Received Traffic 145.25 MB [265,571 Pkis] 4 & Dropped Packets 0 Pkis =
ElasticSearch Flows Export Statistics
Exported Flows 13,592 [0 Flows/s] & Dropped Flows 0 [0%)]

Reset Counters All Counters Drops Only

NOTE:

In ethernet networks, each packet has an overhead of 24 bytes [preamble (7 bytes), start of frame (1 byte), CRC (4 bytes), and IFG (12 bytes)]. Such overhead needs to be accounted to the interface traffic, but it is not added to the traffic being exchanged between IP addresses. This is because
such data contributes to interface load, but it cannot be accounted in the traffic being exchanged by hosts, and thus expect little discrepancies between host and interface traffic values.

&3 A new ntopng (v.3.6.0) is available for download: please upgrade.

ntopng Community Edition v.3.2.171227

[+ /... 28.67 kbit/s @ 01:37:30 +0000 | Uptime: 23 h, 38 min, 7 sec
User (EETY Interface (CEED) 59 27 kil 23 pps] a” VVie12 ks [20] 52 ] 20evices J 73 Fiows |
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: 1 (patketbeat)
A Elastic
i Elasticsearch
I Kibana
root@container :~# systemctl start packetbeat
root@container :~# systemctl status packetbeat

packetbeat.service - Real- Time Packet Analyzer _ _
Loaded: loaded (/ usr/lib/ systemdsystem/ packetbeat.service ; disabled; vendor preset:

enabled) _ _ _
Active: active srunnlng? since Sun 2019 -10-20 09:04:14 UTC; 23h ago

Docs: https://www.elastic.co/guide/en/beats/packetbeat/current/index.html

Main PID: 7256 ( packetbeat)
Tasks: 9 (limit: 4275)
CGroup/ system.slice /packetbeat.service
mq7256 Musr/bin/ packetbeat -c/ etc/Backetbeat/ acketbeat.yml -path.home

/ usr/share/ packetbeat -path.config /etc/packetbeat -path.data /var/lio/ packetbeat -path.logs

/ var/log/ packetbeat
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I Packetbeat J a
A Packetbeat

1,800+ 13.35.50.72

. 172.16.10.1

1,800+

153.246.0.43

1,400+

1,200 168.202.233.28 |

1,000+
172.16.10.109

192.168.2.10
200

400+ 192.168.2.1

200

40.119.211.203

)
Source DCestination
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I ntopng v/ o

A Ntopng Kibana

Dump expired flows/

- F=es;_doc;ntopng- 3.2;http ://XxXX.XxxX.xxx.xxx:9200 /_bulk;username:password

3

2.5

X}

Count
i

-y

0.

tn

@ HTTP

@ NTP

@ NetBIOS

@ sFlow

® LLMNR

@ DNS.Microsoft
@ SSDP
®ICMPVE

17:21:00 17:22:00 17:23:00 17:24:00 17:25:00 17:26:00 17:27:00 17:28:00 17:29:00 17:30:00 17:31:00 17:32:00 17:33:00 17:34:00
30 seconds” & (D @timestamp
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I Netflow a

A Softflowd Netflow

root@container :~# softflowd -Tether -i ethO -v9 -n XXX.XXX.XXX.XXX:2055

Netflow: Dashboard Navigation

Overview | Conversation Partners | Traffic Analysis | Top-N | Geo Location | Autonomous Systems | Flow Exporters | Raw Flow Records

. Dashboard = Netflow: Traffic Analysis [i@)] e
192.168.2.10
94 @192.168.2.1
@ 1721610109
Sources @ 91189.88150

- Destinations

56

17 INE 22 97

Netflow: Sources (bytes) Netflow: Destinations (bytes)

8000000 4000
,» 6000000 - ®192.168.2110 . 3000 ®192.168.2.10
5 ©192.168.2 % ®192.168.2.1
g 4000000 - ©172:16:10: § 2000 - ©17216.10:109
£ ©52.25156182 £ ®157.7153.56

2000000 - @13.35.50.2 1000 - @172105.231.23

0 ®157.7.153.46 o
172.105.231.2 — - — N — ; — - 162.158.200.1 . ~ o . - ) - -
@945 5432040153 0000 0200 0400 0600 0800 1000 1200 1400 1600  18:00 83553 agey 0000 0200 0400 0600 0800  10:00 12:00 14:00 16:00 18:00

Metflow: Sources (packets) Hetflow: Destinations (packets)

8000 1.25
4 6000 ®192168.20 o 100 @162168.210
B ©192168.2. # 575 ©192168.21
£ 4000 - #172.16.10.1 z !
5 ©52.25156[|82 T
22000 @13.3550.1p =
, 1577153,
" SI7ZT05Z3T 400 0800 5 00 180 0 162.159.200.1 000 400 0800 . . o
04:00  06:00 0800  10:00  12:00 1400  16:00  18:00 89993 54589 0000 0200 04:00 0600 0800  10:00 1200 1400 1600  18:00

&14%243% ‘zfasﬁsa 000 92:00
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A Squid

root@container :~# systemctl start squid

root@container :~# iptables -t nat -A PREROUTING ethl -p tcp -mtcp -- dport 80 -
REDIRECH to - ports 3128

root@container :~# iptables -t nat -A PREROUTING ethl -p tcp -mtcp -- dport 443 -j
REDIRECHF to-ports 3129

root@container:~# tail /  var/log/squid/access.log

1572202844.819 60 192.168.127.30 NONE/200 0 CONNECT 172.217.161.36:443
ORIGINAL _DST/172.217.161.36

1572202844.823 1021 192.168.127.30 TCP_MISS/200 49334 GET
https://media.stsci.edu/uploads/image/thumbnail/4316/low_STScl -H 1912b t407x400.png -
ORIGINAL_DST/130.167.167.5 imagehg

1572202844.965 67 192.168.127.30 TCP_MISS/302 867 GET https://lwww.google.com/ads/ga
audiences? - ORIGINAL DST/172.217.161.36 text/html

1572202845.028 805 192.168.127.30 TCP_MISS/200 62557 GET
https://media.stsci.edu/uploads/image/thumbnail/4291/low_STSCI -H p1856at - 400x400.png -
ORIGINAL_DST/130.167.167.5 imagehg
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A HTTPS Squid PC  TLS

Z7IKE) REE Fn(d) EEES  Jwv-5E U-D ANTHH)

’9 HubbleSite: Images

&« - C o ‘@ & Https//hubblesite org/imass/ mllery oo {}‘ N O ® =
é Firefox &{ECRED |

hubblesite.org ADEHOT 2

H U B B |_ ES | T SO DBRETRETY,

S35 FNSC
Home News
Mazilla (FCOFBAZ ORI TEEFGELT LG A, 08 FiE
FYAT LEIEECEMBAISHETTREMY HNFET .
EES iR

Printshop Spac SrumE=—

Featured Image:
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l squid G

A Filebeat

root@container :~# systemctl start filebeat

Grok| ¢4 A/

"%{NUMBER:squid_date{SPACE}2N{UMBER:squid_res_tim}g?: -

|%{IP:squid_src_ip }) %{ DATA:squid_req_stat}/%{ NUMBER:squid_http_statu$ %{ NUMBER:squid_repl
y_size} %{ DATA:squid_http_methodl %{ DATA:squid_http_protocol }://%{ IPORHOST:squid_dst_ho$%
{NOTSPACE:squid_req_ur[?: -|%{NOTSPACE:squid_ug¢ro{ DATA:squid_hier_codg/(?: -
|%{IP:squid_dst_ip }) %{ NOTSPACE:squid_content_typé&

TCP_MISS
@ NONE
@ TCP_IMS_HIT
@ TCP_INM_HIT
@ TCP_MEM_HIT
TCP_DENIED

Count

10 seconds” &) @timestamp
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l squid

A GeolP

SOUTH
AMERICA

' squid dst host

login.live.com (1.57%)

e1h-word-edit-15.cdn.office.net (2.12%) \\\\ “~
ow? res.office365.com (2.43%) \\ ‘

settings-win.data.microsoft.com (3.67%) ‘.. '

outlook.live.com (4.84%)

media.stsel.edu (313%) -. '
15-northeentralusi.pushp.sve.ms (3.39%) -'

' squid dst ip location
+ NORTH 0 ASIA
OAMERIC A EUROPE
S . g R O .
a o O 2
-
|
—— AFRICA

OpenStreetMap contibuters, OpenMapTies, MapTiler, Elastic Maps Smrice_l

158.202.233.28 (11.74%)

client-s.gateway.messenger.live.com (9.28%)

browser.pipe.aria.microsoft.com (8.85%)

trouter-easia-a.de.trouterio (6.98%)

4-portheentralusi.pushp.sve.ms (6.6%)

OCEANIA

Count

O 1-2.856

@ 2,856 - 5,711
® 5,711- 8,566
@ 8,566-11421

@ 158.202.233.28
@ client-s.gateway.m...
@ browser.pipe.aria.m...
@ trouter-easia-a.dc.t...
@ 4-northcentralusi....
18-northcentralusi....
@ outlook.live.com
@ spoprod-a.akamaih...
® www.micrasoft.com
@ settings-win.data....
@ trouter-easia-a.trou...
@ 15-northcentralusi....

@ O-northcentralusl....
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OS MIB
I filebeat

[IF-MIBl JL—5 A sEBELEA > I T—Ah 24 (RE) A ) @
» @ LAN 192 Bytes
® WAN 33,448 Bytes
|‘ TUNNEL 0 Bytes
|
|
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-
|
|
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: DS

root@container :~# snort -c/ usr/local/ etc/snort/ snort.lua -R/usr/local/ etc/snort3 -
community.rules -- plugin - path / usr/local/lio/  snort_extra -i ethO -H-y -k none

snort.lua /
alert_ json =

{

file = true,
fields = 'timestamp  pkt_numproto pkt_gen pkt len dir src_addr src_port dst_addr dst _port
service rule priority class action b64_data '

}
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root@container :~# tail /run/alert_json. txt

{ timestamp/ 1-002 3 5 8 . 9p&t7/iund 916366, . pr ot oUDPpkt gen

. r awpkf len cdir C2 Ssrc addr : . 10. 10. 3 6rc_fiofi ;56888,
_dst_addr : ) . det . 161,serVICenknown ; 1rml4é1 1

arnetibn Leak |, achl bow |, b 64

T :
|| ' i i ol IFBXMFAAS'A] 51gl BAAI BADCCA(™

Y
\%
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