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.MAC IP Network MAC
VXLAN
UDP _ .
P X DAY S & E N
MAC

d> k0= L—>

m Multi Protocol BGP EVPN%={EH
AFI = 25 (L2VPN) / SAFI = 70 (EVPN)

B VMR ERAR Y —XDMAC/IPIEHR &
VXLANDVNIZ T 1215k E E1E

B 1> FO—SRITBGP Peering®{T13%(C
K DMAC/IP/VNIE#R %z 334

B BGPEHTEATZMAC/IPIERZ
TwZRE(CT O S I (Openflow)

151

MAC: 00:00~, IP; 192.168.~ = Next-hop : VTEP 100
VTEP 100 = Next-hop : 10.1.1.100/32(HV/2: &)

SDN MAC/IP SDN Yyl
Controller BGP update Controller
j \q

Overlay Tunnel ID

= VNID
= VXLAN-ID Ethernet Tag ID (4B)
(24-bit)
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Sign up or log in to save this event to your list and see who's attending!
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WEB1 WEB?2 DB1 DB2
NG.VIX NGlle My My

SeSeoeIeieieiat et

I I I I Single Subnet: 10.1.1.X
WEBY—/){Hh5DBH—/\ tcp/3306D 0]
WEBH—/ [ 27TEHa
DBY— /[ 27TEHa
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WEB1 WEB2 DB1 DBZ
NG-I/IX NG-I/IX

é é Single Subnet: 10.1.1.X

WEBH—/)\h5DBH—/\ tcp/3306D 0]
WEBH—/ [ 27TEHa
DBY— /[ 27TEHa

B DRI 7AVOA—)L
VMFE D4 % bl 1]

m f5: Openstack Neutron “Security Group”




WEB1
NG:I/IX NG:I/IX

WEB2

WEBY—/)\h 5DBHY—/\
WEBH—/\[
DBY—/\[

1. WEB1h\iiCE)
1. 770>3>EU
2. WEB2H 2 E)
1. From WEB1 to WEB2 Permit
2. From WEB2 to WEB1 Permit
3. DB1hitcEh
1. From WEB1 to DB1 Permit TCP 3306
2. From WEB2 to DB1 Permit TCP 3306
4. DB2 HiilcEh
1. From WEB1 to DB2 Permit TCP 3306
2. From WEB2 to DB2 Permit TCP 3306
3. From DB1 to DB2 Permit any
4 From DB2 to DB1 permit any

DB1. DB2_
My My
SEEEEEmeeee || | == : e
é é Single Subnet: 10.1.1.X
tcp/3306D 0]
2T
2THH

BENZHD o(N 2)BIREMFEE

Order: O
O(N * (N-1)/2 * A)

BFW T DState/RIF44:
O(N*A)
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# of Flows
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WEB1 WEB2 DB1 DBZ
NG-I/IX NG-I/IX

é é Single Subnet: 10.1.1.X

WEBY—/)\h 5DBHY—/\ tcp/3306D ¥ 0]
WEBH—/\[ 2T
DBH—/\[H 2T

HITHXT RONARR— S (CEmIERY/R

1. WEBY—=N\%J ) -t BOFF =T TOIL—T{b = El ik
2. DBY—=N\%J)—-T1t

1. WEB — DBREIOTCP 3306%permit TERDACLOERICHFEAL > 5 —

2. [BE—JIL-TA(FPermit any J 1T —AWIPT RL X ZEiZOHi

MREET, FIb=NZIIL—-T
BAIC7D23>2ZERT D

Openstack GrouP based Policy Abstractions for Neutron
https://github.com/openstack/neutron-specs/blob/master/specs/juno/group-based-policy-abstraction.rst
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Multicast route

L2(MAC)0)NLR|7J“EEEEJ‘§E: Nase VS
CE DCiﬁ.ﬁUb—G’ L2 |

@ - !V:=§:! Inclusive IP Fabric /

Mult1cast route VXLAN

M A C IP t Nuage VSC
/ route MAC/IP - VPLS1
BGP update . —

- MACO#. FIz[ZMAC/IPHRES —

R —

- LocalFBURMAC%YBGPIRIZELUTEME F
- ZXHALIZMAC routeNSFDBEAR ﬁ
- MACtIPOD%Haj'AD-@(LJ:DSEP 00:de:fe:ca:da:00
Proxy ARP/NDF— 7)%&5&2 192.168.10.25/32
T =37 = AITUnknown i : :
Flooding2 B3 BN RD = 65000-1 Inclusive multicast route
. - VXLAN VTEPODO BE#IEXR
A= MAC/IPIC \ Zi=g - BGPICELB A \— Sy FERDE B
5157 3 000
VNI RZ S MAC 00:de:fe:ca:da:00 - 77l Multicast statesDIRIFAE

P 192.168.10.25/32
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B RIE/R R NEIDARPHIFHI DA
MAC/IP type

MACI1-IP1  dynamic
MAC2-IP2  EVPN

MAC3-IP3  EVPN Proxy-ARP Enable
MAC/IP type
QAFQAI;C;G/AI‘PRL MAC1-IP1  EVPN
B MAC2-IP2  static
! — MAC3-IP3  EVPN

ARP request IP1

Tem MAC2/1P2
:—,I:_?'”'.;':l o " e - y <:'--.’f"5cz"”
________ v ~ Rt ; g my | s
MAC1/1P1 cmmm @ N & [ B
I i @ MAC2/1P2 ,./'/,/'/ ARP reply
i 0 MAC1/IPT -

== == N e

________

MAC3/1P3 /1 MACIPF—TILEEHULTNSI=5.
\ . ARP/IND(Z/\Y I7R—AAl(CFlood&EN 9
EifE®D ./ — RhProxy-ARP/NDTiRY
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Interconnect Solution for EVPN Overlay networks / draft-rabadan-bess-dci-evpn-overlay
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772 NBEDARY NO—DA AV X

Virtual Tenant A / Domain-01

{RERY D—2
I b—b
Gold Customer Template
Subn
Subnet Policy -W
-WEB (DHCP enable) - LE
- LBaaS (DHCP enable) - F\
- FWaaS (DHCP disable)
Secu
Security Policy Per
Permit LB to WEB
Permit FW to LB %IEEb\D;TLm H‘]@*“J I\
=) I
D—UEEZMAZE UTER
Service Chaining Rule
Rule-01: Fro
From Ir
Internet To
To al
any ->f
-> Redirect to FW-External EHEDER Rule-
Rule-02: &&
RUS—DME  o0s
QoS Policy Rule
Rule-01: DS
DSCP 0x00 -> PIR 500M / CIR O ||
Float
Floating IP Policy Up

Up to “16” IPs

' nuagenetworks

Virtual Tenant B / Domain-01

Subnet Pa
- WEB
- LBaaS
- FWaaS

ecurity P
Permit LE
Permit F)

Service CI
Rule-01:
From
Interne
To
any
-> Redire
Rule-02:

QoS Polic
Rule-01:
DSCP 0;

Floating IF
Up to “11

Virtual Tenant C / Domain-01

Subnet Policy
-WEB (DHCP enable)
-LBaaS (DHCP enable)
- FWaaS (DHCP disable)

Security Policy

Permit LB to WEB
Permit FW to LB

Service Chainina

Y NI —DHERDED L

A2 ARE > AEITIRIR
any
-> Redirect to L_B-External
Rule-02:
QoS Policy
Rule-01:

DSCP 0x00 -> PIR 800M/ CIR 0

Floating IP Policy
Up to “16” IPs




C L2 Domains

Domains Domain Designer - 00_Gold_Customers

8 objects Desig Policy Groups

Redirection Targets

00_Gold_Cusiom...
Gold class tenant

,—~. DBaasS
.
No description given

@ 01_Silver_Custo... -
Silver class tenant §n§+:§w®— ~ joI l\
02_Bronze_Cust... II!I:I Y
Bronze class tenant
NuageStdDemo &

FWaaS
No description given

No description given

P2V-BaseTemplate

Base template for .

3
@
®

NuageStdDemo-D...

No description given Internet [
. I 00_Gold_Customers gl— No description given
Gold class tenant A g S e
P2V-Customer-A i
V1005001001

P2V-Customer-B
V1005001002
LBaasS

No description given

¥ auto

auto

nginx

No description given
Network auto

auto

i nuagenetworks

DB Segment-01
No description given
! 10.77.43.0/24

vay10.77.43.1

No description given
! 10.86.114.0/24
v2y10.86.114.1

@

FW-Internal Segment-01 =~
No description given

? 10.47.77.0/24
2y10.47.77.1

Eﬂ FW-External Segment-01 ®

LB-External Segment-01 =
No description given

Ne 10.116.115.0/24
vay10.116.115.1

Eﬂ LB-Internal Segment-01 &
No description given

k 10.10.90.0/24
v2y10.10.90.1

NGINX WEB Servers-01 =
No description given

A 10.27.80.0/24
vay10.27.60.1

Jsers Groups Gatewa
ngress Security Policies Egress
. 4
)

o

1 object

Forwarding Policies

»4

(ﬂ)

®)




NuageStdDemo "V" gs;} :': .* G)

eways Events

Dashboard Domains L2 Domains Users Groups

Domains L Domain Designer - 00_Gold_Customers

8 objects Design Policy Groups Redirection Targets Oroce e nrocce Sacurity Paliciac

DOMAIN TEMPLATES : New Domain Instance

@ DBaaS @ DB Segment-01 Name
No description given = No description give
01_Silver_Custo... P rk auto Net 10.77.43.0 SDN Japan
Silver class tenant auto G y10.77.43.1
02_Bronze_Cust... Description
@ Bronze class tenant FW-External Seg
Eﬂ No description give Instance-01
NuageStdDemo @ ) 10.86.114]
No description given FWaas - v310.86.114.
No description given -
P2V-BaseTemplate p % auto
@ Base template for .. auto ﬂ FW-Internal Segms
No description give
N N 10.47.77.0/24

e G 110.47.77.
NuageStdDemo-D... [ $""‘§’b§ tﬁa,.
No description given Internet @ Hu oXal7 w
DOMAINS SHAREL 00_Gold_Customers g e desereran gv=n *“J I\U_UOD;{*EEE!Z

Gold class tenant

P2V-Customer-A )
V1005001001 ‘ — + ¢

LB-External Segment-01 = Library Multiphier 1
P2V-Customer-B No deserint

No description given Zone Template

V1005001002 10.116.115.0/24

LBaas = vay10.116.115.1
No description given -
T auto ® access
auto ﬂ LB-Internal Segment-01 =
No description given
) 10.10.90.0/24 subness
y10.10.80.1
NGINX WEB Servers-01 =
ription given g E No description given
rk auto Ne 10.27.60.0/24
auto G v3y10.27.60.1

i nuagenetworks




NuageStdDemo - E."n, :': " (D

Dashboard C 2iNS L2 Domains Users Groups Event
Domains . Domain Designer - SDN Japan
9 objects De Policy Groups Redirection Targets Ingress Security Policies Egress S
i = Q

00_Gold_Custo... -
Gold class tenant -f_:t- 24 Hour Activity (&) virtual Machines @ VPorts

Active VMs 0 VM VPorts 0 DHCP Behavior

Inactive VMs 0 Host VPorts 0
DHCP M ed by VSP
Bridge VPorts 0 anag y

m 02_Bronze_Cust... . . - . i DHCP Address

01_Silver_Custo...

m

Silver class tenant Bviec< in

k 10.77.43.0/24
ve)10.77.43.1 Relay DHCP Disabled

bronze class tenant

NuageStdDemo

No description given FW-External Segment-01
ADCEEE A O Maintenance Mode
rk 10.86.114.0/24
ewsy10.86.114.1

P2V-BaseTemplate

Basze template for

FWaaS

No description given

rk auto anloyme .
FW-Internal Segment-01 Deployment Policy

auto

NuageStdDemo-D... ‘ ) hs description given Deploy applications as zones
No description given

10.47.77.0/24
way10.47.77.1

Route Target

Internet
A HARET SDN Japan - No description given 65534:273
Instance-01 e e
P2V-Customer-A LA Route Distinguisher
V1005001001 65534:273
P2V-Customer-B LB-External Segment-01 Tunnel Type
v 5 No description given
V1005001002
Network 10.116.115.0/24 VXLAN

LBaaS
No description given

= $ﬁ“n§n+:§a"o) V1
RY NID—D DR K

='JO c Zone

Gatews)10.116.115.1

nginx NGINX WEB Servers-01 zone with public access
r.o description given = r.o description given
etwork auto let 10.27.60.0/24
auto G wsy10.27.60.1

nuagenetworks




P gty

NuageStdDemo

Domains ]

10 objects

Ea 00_Gold_Custo...
Gold class tenant

01_Silver_Custo...

Silver class tenant

02_Bronze_Cust...

Bronze class tenant

NuageStdDemo

No description given

m P2V-BaseTemplate
Base template for .

NuageStdDemo-D..

No description given

SDN Japan
Instance-01

P2V-Customer-A
V1005001001

P2V-Customer-B
V1005001002

Dashboard L2 Dor

Domain Designer - SDN Japan2

Redirection

esig Policy Groups

-f_:l' 24 Hour Activity @ Virtual Machines

/Ms 0

Active

v

N Inactive VMs 0
auto

FWaaS

No description given
Internet

SDN Japan2 No description given

=2
Instance-02 Addreccng i m

LBaaS

No description given

auto

auto

nginx
No description given

ers Groups
ngre ecurity Policie Eg
u 4
© vrorts

VM VPorts 0
Host VPorts 0
Bridge VPorts 0

-

work 10.77.43.0/24
vay10.77.43.1

FW-External Segment-01
ﬂ No description given
10.86.114.0/24
2,10.86.114.1

FW-Internal Segment-01
E No description given
etwork 10.47.77.0/24
way10.47.77.1

LB-External Segment-01
ﬂ No description given
10.116.115.0/24
y10.116.115.1

P LB-Internal Segment-01
e

irity Policies

Events

Forwarding Policies

DHCP Behavior
DHCP Managed by VSP

DHCP Address
Relay DHCP Disabled

Maintenance Mode

Deployment Policy

Deploy applications as zones

Route Target
65534:281

Route Distinguisher
65534:281

Tunnel Type
VXLAN

B UEAREGT 215D
RERY FD—DD

SEHTIHE

[ e




531 7Y Ly Oy
Service Chaining®
Domains I\ 5 7 ‘f v a 7 D -

NuageStdDem

L2 Domains Users

10 objects ( Redirection Targets icies E
A EMPLATE Origin Location Destination Network c
Forwarding Security Policies 2 - : nat : Location Internet
00_Gold_Customers : 3 Non P Network Any
- - 1 object
Gold class tenant B Any Any

Redirects-to-FWs

01_Silver_Customers Endpoint's own Subnet

@ Silver cla: ant [A] t's Z
m 02_Bronze_Customers E t's D
Bronze class tenant ) o g = e

Endpoint's own Zone

Endpoint's own Domain

EDE}E}D

alu-intranet

NuageStdDemo 7 -
No description given @ : O :
P2V-BaseTemplate B r? O B
Base template for P2V custo.. B O O B8+ B
%) O O B B3 Anywhere
: B O O B
NuageStdDemo-Domain01 B O OB
No description given ~ ~
B O O A
SDN Japan 2] O O B
Instance-01 ~ \
nginx O O
] NGINX WEB Servers-01 O ) B
a DB Servers ® @) U
C A AREL T = I Firewsls ® O 0O Firewals
P R a ) O O HapProxy
1 ) © @ Wes servers

1@3“%#@&%&%&@%&3(:

Entries Priority
I 10 Redirects-to-FWs: From ZONE "INTERNET" to ANYTHING, ethertype #0x0800, protocol #ANY, redirected to "FIREWALL-EXTERNAL"

-WEB: From POLICY GROUP "FIREWALLS" to POLICY GROUP "WEB SER\ ethertype #0x0800, protocol #ANY

I 200 Pemit-MySQL: From POLICY GROUP "DB SERVERS" (port: 3308) to POLICY GROUP RVERS" (port: *), ethertype #0x0800, protocol #8, redirected to "WEB SERBERS"
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