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e NTTY 7 b0 7PA4/R—=232EI9FE0OSSD
QpenFIew;I%H;I-a SDN'Y—=IL#%v ;(python)
- Github:

. BHDOpenFlow R ICHi(~OF 1.4, NiciraiiiR)
. SEEHRLINTY RSLTSY

. ip, tcp, udp, mpls, pbb, dhcp, ospf:--
- LLDP, VRRP, BGP, BMP, B_F_Q&
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OpenStack & DiE

- OFAgent Agent driver
- RyuZFHULEHEERY b7 =2l
- TFY MRBEL2RY M7=V &R

Compute Node

-

Compute Node

e
—

e

Compute Node

l REST API

> Neutron Server

|2

4T VM

OVS

RPC

. OpenflowliCompute/—RFRDHTFHIH
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Ryu Certification

. OpenflowZAA1 Y F?
- BB EER, < SADOptional---
e FIR—h SN TWSEEEIET <ICHOD 5L
. §l) v IPVv4INT Yy FADMPLSAY 9 DPush
X IPv6INT Yy FADOMPLSAY Y DPush
- Openflow v1.3, v1 4ENZEESRAITYFETAMT
BTAMEVYZREL, BRZELM!
- ONF OF TestHRyu CertificationDFIHZ &5
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® OO ; [ ") Ryu Certification - lagopus Scee) e
&« C | [ osrg.github.io/ryu-certification/switch/I... O 2 =
Ryu Certification
OK ERROR
Action 56 0 - '
(Required) (3) (0) | : » :
(Optional) (53) (0) : ou : C
set_field 161 9 — . OpenFlow > f
(Optional) (161) (9) 23
Match 714 0]
(Required) (108) (O)
(Optional) (606) (0)
Group 15 0]
(Required) (3) (0)
(Optional) (12) (0)
Meter 34 2
(Optional) (34) (2)
Tota 980 11
(Required) (114) (0)
(Optional) (866) (11)
Action
Required IPv4 IPv6é ARP
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SDN-IX - DoS mitigation
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BGP, MPBGP

- BGPJL—% & UTEIMENTRE
- BGP47lT T’ < MPBGPICH ¥
.- IPv6, VPN IPv4, VPN IPVEDEFIEEHE NS
- VRFHH3T1cd). 772 MEDRFRIBIRIFE ATHE
- Quagga, BirdDEZ 2 %ZIH>TWS
- SRIL— MY —INBREEZILRETE



BMPY—IN\

- BMP = BGP Monitoring Protocol
- Adj-RIBs-InZii< C &HHHKES
- BGPOINTry 51475 &FIH
- Cisco ASR1000(I0S-XE 3.13S), Juniper
MX960(JUNOS 13.3R1.8) TEIMFIREEFH
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Best Path
BGP .| Adj-RIBs-In 2409  Selection

E7 \O\
{ )

loc RIB

BGP
E7

-+ | Adj-RIBs-In (57,5

\J\L/ BGPIL—%
BMPIc& 357



BMPY—/\ >

Innovative R&D by NTT

06 [ Ryu BMP Server x ‘
€ > osrg.github.io/bmp/ I *1 % 9 =

Ryu BMP Server

What is this.

Ryu BMP Server is a simple BMP server. Now it supports BMPv3. It is implemented using Ryu SDN
Framework. Tested with Cisco ASR1000 (I0S-XE 3.13S) and Juniper MX960 (JUNOS 13.3R1.8).

BMP

BMP(BGP Monitoring Protocol) is a protocol to monitor BGP routers. It can get a full dump of adj-rib-
in. Check here for the BMP spec.

@ How to use.
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NAT/DHCPY—/X | rtx1200

wic

untagged:

trunk: |

s> r0O0—-5

cat3750x
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TRl
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lagopus 7A0—7—7ILTFHL Y -

)
rtx1200-2 a4 @ wic
|®
_ cat3750x group
id: 0 id: 1 -
@h 5 DpktZEflood
. ] @b 5 DpktZflood
majcch. Src mac matcch. dst mac D5 DpktEflood
action: pop vian, action: push vian,
goto id:1 meter, output meter
""" default: 15545 | | default: flood | |* SOMbps
30Mbps

v,

2  20Mbps
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lagopus IN—=T7=IFFA1 Y
- Group Type: ALL, SELECT, INDIRECT, FF

- floodingDTcHALL%Z(ER

buckets

group

@h 5 Dpktzflood-

,[@], [push101, @], [push 102, 2], [push 103, 3]

@b 5 DpktEflood-|»[3], [push101, D], [push 102, @], [push 103, @]

Oh 5 DpktZflood.-

*[2], [3]

bucketADETHEITEIN D
(SELECTDIES®. Enbdb—>D
EiEnsd)
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INTY MDD -

)
rtxi 200g ” @wlc
r match: src mac | | match: dst mac | @
action: pop vian, action: push vlan, | ¢cat3750x
goto id:1 meter, output group
\_ ) \_ y r u
id:o 7 id:1 .
@h 5 DpktZEflood
- — @b 5 Dpktzflood
aa..aa ..
D5 DpktZEflood
from d " /‘[®

meter

default: Jt70> | ~ SOMbps




INT Y DN

@ » €)
rtx1200— ‘QZ — wilc
r match: src mac r match:|dst mac @
action: pop vian, action: push vian, | ¢at3750x
goto id:1 meter, output
\ y \ J group
id:o ~ id: 1 -

) @h 5 DpktZEflood
if src mac aa.aa if dst mac | aa.as @b 5 DpktzEflood
then pop vian, Od 5 DpktZEflood
goto id:1 meter

h»
""" defauit: it 4> | defauit: food | |1 SOMBpS T
. 30Mbps
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N
[ - [
io S/ A All switches — bm-switch % || o
€ C [ bm-switch.com/collections/all-switches ps o =
bm-swiic-h.com
A
HOMI BARE METAL SWITCHES - CUMULUS SNS ~ ACCESSORIES ~ BLOG Search

All switches

Established in 1988, Quanta Computer is the largest notebook computer ODM company in the world. Quanta bare metal switches are compatible
with Cumulus Linux, Pica8 and BigSwitch Switch Light OS. Product range lies from 1G Base-T switch to high-density 40G box for datacenter and
telecom applications.

- Ay Ay S

@ 0 Quanta T10481B9 Quanta T3048.71 Quanta T3048-LY2 Quanta T3048-1Y2R
1G/10G BM switch 10/40G BM switch with 10/40G BM switch 10/40G BM switch
nreloaded with ONIF Intel ONS <unnort nreloaded with ONIF nreloaded with ONIF
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ONIE
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: Open Network Install Environment
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@ Cumulus Linux (Cumulus Networks)
N cRYRNT=DA0 717 ZLINUX517IC
cumulus

~]1 Switch Light OS (Big Switch)
- OpenFlow A1 Y F
-« OpenNetworkLinuxN\—X

OpenNetworkLinux (Big Switch/0SS)
r  « ASICOFIEIA Y R—RY FIEFEHEWL




Open Network Linux

- —HEELGASICOFIHII Y R—RY P EEENEW

« FID]ICILD?
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- h ://aithub.com/Br m-Switch/of-
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BIEDTES
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