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Docker Network (DEE-E

node-02% docker run container-21 -p 8001:80
node-02% docker run container-22 -p 8002:80
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https://kubernetes.io/blog/2016/01/why-kubernetes-doesnt-use-libnetwork/

CNI (Container Network Interface)
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« Rkt, Kubernetes, OpenShift, Cloud Foundry, Apache Mesos, Amazon ECS
3d Party 501>

« Project Calico, Weave, Contiv, Cilium, Nuage CNI, Silk, ovn-kubernetes,
Juniper Contrail/TungstenFabric, NSX-T Container Plugin (NCP), etc.
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Flannel
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. TFEIF/ back end EHR—
- Official: VXLAN, host-gw, UDP
- Experimental: AliVPC, Alloc, AWS VPCs, GCE, IPIP, IPsec
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Flannel )7 —3%77F
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Flannel (CXKDRY NDJ—2

pod-01% ip route

/ node-01

default via 10.244.1.1 dev ethO
10.244.0.0/16 via 10.244.1.1 dev ethO
10.244.1.0/24 dev ethO scope link src 10.244.1.10

| vethXXXXX | | vethyyvyy |

cnio
10.244.1.1/24

Pod Network CIDR (/16) (3% ./ — R&EI(C /24 (CHEIEN. &/ —RICEIDHT

5Nd

flannel.1 £LYD VXLAN (VTEP) interface DERR 1. .0/32 D77 RL XHMER

5Nd

cniO &UL\VD bridge interface BMERR S, .1/24 D77 RLADYRSNSD

Pod (C(d ethO BMESN. BNERT E/RD veth interface BMESMN. cnio 7

Dw 2 (IEi D

%) — R®D Pod Network @ next-hop (&. &dD_J— RD flannel.l interface M

7 RLAD "onlink” TESNS

11/13171'\7\ R flannel.l interface M MAC 77 RL- XHEEHI(C ARP =—J)LICEN
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« JJBE L2/ L3MISS D, EVLVDEHERE=NDIN. 2017828 D commit
5d3d66425 TARICESHISNTHD., IRTEF L2/L3MISS ZTwWITT

E \ﬂ10de_01% ip route | grep 10.244 \

flannel. BEOREMEIURLSIZD TS
(10.244.1.0)
ensl160
.............................................................. 10.244.0.0/24 via 10 244.0.0 dev flannel.1 onlink
10.244.1.0/24 dev cniO proto kernel scope link src 10.244.1.1
10.156.0.0/16 10.244.2.0/24 via 10.244.2.0 dev flannel.1 onlink
node-01% arp -an | grep 10.244
L. i ?(10.244.2.0) at 1a:39:5c:fa:9a:f1 [ether] PERM on flannel.1
kubuadm init --pod-network-cidr=10.244.0.0/16 ? (10.244.1.9) at 0a:58:0a:f4:01:09 [ether] on cniO
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?(10.244.0.0) at 22:b3:69:58:45:f1 [ether] PERM on flannel.1 )




Project Calico

FEEE
- Ry hND— TG
« XY hDJ—TRUS—

YF1E]
« BEODOA -0 AL —23 > (G (OpenStack, Kubernetes, etc.)
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Calico [CLKDFRY cIJ—72T (J— RR)

[node—01% ip route | grep 192.168
blackhole 192.168.0.128/26 proto bird

master

192.168.0.144 dev caliae434558fal scope link
192.168.0.145 dev cali436b19e8d7e scope link
192.168.0.146 dev calid93c954af3f scope link
192.168.221.192/26 via 10.156.250.84 dev ens160 proto bird
Q92.168.238.0/26 via 10.156.250.86 dev ens160 proto bird

0.84

« Pod Network CIDR (/16) (3£ node &I(C /26 (CHEILT

BGP TILh&

« JUOBERANL—b (/32) NEESND. &WVD
LK< SARDMBN. MK EBIRTEEZED
TR D TLVZRLY

« J—R(C deploy &=HJz Pod EIC caliXXXXXXX &ELvD
veth interface HMERN =D

.« i) — RADRIE(L IP-in-IP Z{ESHE(E dev tunlO (C.
TS TRUVSEITEED ethernet i/f (e.9. dev ens160)

| <
BGP
— — — -
— - = === — : ~

~ - BGP =

BIRD BIRD
node-01 node-02

0.78 0.86

10.156.0.0/16
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kubuadm init --pod-network-cidr=192.168.0.0/16




Calico [CLKDFRY KIJ—2T (J—RRA)

« ED Pod t default route H' link local
TdD 169.254.1.1 ZM[ <K

« UNHU. 36 169.254.11 ELVD 7 RL
X%=Fo Iz interface (EEZITHBRRLY

S VA — N

default via 169.254.1.1 dev ethO

pod-02-container% ip route
169.254.1.1 dev ethO scope link

default via 169.254.1.1 dev ethO

pod-01-container% ip route
169.254.1.1 dev ethO scope link

« Host I interface (caliXXXXX)

poc-01 po-02 [ proxy ARP DERENEATL)
H B |
ethO ethO e

. ARP Rep
veth-pair ARP Req ? veth-pair 169.254.1.1is at
169.254.11 ceieececeiceee
caliXXXXX caliYyyyy

: node-01 % cat \
/proc/sys/net/ipv4/conf/caliYYYYY/proxy_arp
ens160 : 1

Vmwa reO ©2018 VMware, Inc.
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L\ B ACL (Access Control List) #%gE
« M@ : ingress/ egress
« XH,R : IP Block. Pod (label-based)

Pod EiI[CMFTBENDDT. Pod D IP 7 RLAHE
DOTEERITDCENTESD (LIWDHDSB Micro
Segmentation)

iptables TEREYT 30— ANZL)
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: access-nginx
namespace: policy-demo
spec:
podSelector:
matchLabels:
run: Nnginx
ingress:
- from:
- podSelector:
matchLabels:
run: access




Calico @ Kubernetes %%w NJ—72

mshindo@kube-nodeO1:~$ sudo iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination

cali-INPUT all -- anywhere anywhere /* cali:Cz_ullQiXIMmKD4c */

KUBE-EXTERNAL-SERVICES all -- anywhere anywhere ctstate NEW /* kubernetes externally-visible service portals */
KUBE-FIREWALL all -- anywhere anywhere

(snipped)

Chain cali-FORWARD (1 references)

target prot opt source destination

MARK all -- anywhere anywhere /* caliivirMJCRpgwy50RoX */ MARK and Oxfff1ffff

cali-from-hep-forward all -- anywhere anywhere /* cali:A_sPAOOmMcxbTI9MOV */ mark match Ox0/0x10000
cali-from-wl-dispatch all -- anywhere anywhere /* cali:8ZoYfO5HKXWbB3pk */

cali-to-wl-dispatch all -- anywhere anywhere /* cali;jdEuaPBel14V2hutn */

cali-to-hep-forward all -- anywhere anywhere /* cali12bc6HIljsMKsmfr- */

ACCEPT all -- anywhere anywhere /* cali:MH9kMp5aNICL-Olv */ /* Policy explicitly accepted packet. */ mark match Ox10000/0x10000

Chain cali-INPUT (1 references)

target prot opt source destination

ACCEPT all -- anywhere anywhere /* calimsRIDfJRWNYwzW4g */ mark match 0x10000/0x10000

ACCEPT ipencap-- anywhere anywhere /* calilRIRis1-pHsSGNX5 */ /* Allow IPIP packets from Calico hosts */ match-set cali4Oall-hosts-net src ADDRTYPE match dst-type LOCAL
DROP  ipencap-- anywhere anywhere /* calijX63A0VGotRJWnNUL */ /* Drop IPIP packets from non-Calico hosts */

cali-wl-to-host all -- anywhere anywhere [goto] /* cali:Dit8xicL3zTIYYIp */

MARK all -- anywhere anywhere /* caliLCGWUV2ju3tmfWO */ MARK and OxfffOffff

cali-from-host-endpoint all -- anywhere anywhere /* cali:xx-gEznubg2huN2Fo */

ACCEPT all -- anywhere anywhere /* calim27NaAhoKHLs1pID */ /* Host endpoint policy accepted packet. */ mark match Ox10000/0x10000

Chain cali-OUTPUT (1 references)

target prot opt source destination

ACCEPT all -- anywhere anywhere /* cali:Mg1_rAdXXH3YkrzW */ mark match Ox10000/0x10000

RETURN all -- anywhere anywhere /* cali:69FKRTJDVD5VuU6VI */

ACCEPT ipencap-- anywhere anywhere /* cali:AnEsmO6bDZbQntWW */ /* Allow IPIP packets to other Calico hosts */ match-set cali40all-hosts-net dst ADDRTYPE match src-type LOCAL
MARK all -- anywhere anywhere /* cali:9e9Uf3GUStX--Lxy */ MARK and OxfffOffff

cali-to-host-endpoint all -- anywhere anywhere /* cali:OB2pzPrvQn6PC89t */

ACCEPT all -- anywhere anywhere /* cali:tvSSMDBWrme3CUgM */ /* Host endpoint policy accepted packet. */ mark match Ox10000/0x10000

Chain cali-failsafe-in (O references)

target prot opt source destination

ACCEPT tcp -- anywhere anywhere /* caliwWFQM43tJU7wwnFZ */ multiport dports ssh
ACCEPT udp -- anywhere anywhere /* caliLwNV--R8MjeUYacw */ multiport dports bootpc
ACCEPT tcp -- anywhere anywhere /* cali:QOO5NUOgOSST_IwO0 */ multiport dports bgp
% ClPosc where anywhere /* cali:cwZWoBSwVelAZmVN */ multiport dports 2379
AN %ﬁ here  ©2QBywwiase, InC. /* cali:7FbNXT91kugE_upR */ multiport dports 2380

ACCEPT tcp -- anywhere anywhere /* caliywE9WYUBEpve70WT */ multiport dports 6666

20



Canal

Calico @ /RS —##EE & Flannel DIEGtEeE = s EASHOE = TFIH

e canal
« Calico / Flannel (CI34F(ICRIBEFEEANT . ETDFXEFAA

b e N l\’—
VMware Kubernetes Engine (VKE) (FIR4X Canal Z{E> TL\3 (OVN
(CHB1T9 DEJEEMHD D)
% kubect!| get pod -n vke-system
NAME READY STATUS RESTARTS  AGE
canal-node-1-10-2-62-87 19w 3/3 Running 0 1h
canal-node-1-10-2-62-fkb js 3/3 Running 0 1h
cluster-autoscaler-1-10-2-62-b77d598d-717¢cx 1/1 Running 0 1h
kube-dns-1-10-2-62-6b898964fc—| 6pbf 3/3 Running 0 1h
kubernetes—dashboard-1-10-2-62-5b46d8b9d6-7 | hw9 2/2 Running 0 1h
nginx-ingress—deployment-1-10-2-62-7¢f5897767-pdr6!  1/1 Running 0 1h
node-monitor-ds-1-10-2-62-g|v2r 1/1 Running 0 1h
update-control ler-ds-1-10-2-62-52f | f 1/1 Running 0 1h
Vmwa reo ©2018 VMware, Inc. .
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Canal [CLKDRY NDJD—D

169.254.1.1 dev ethO scope link

/ node-01

AN

10.156.0.0/16

kubuadm init --pod-network-cidr=10.244.0.0/16

Vmwa re® ©2018 VMware, Inc.

........................................... SF/7F 7 | &%it(g—jb\ﬂz PR S]
‘; .........................................
| calixXXxX | | caliyyyyy | : 4
‘;‘ node-01 % cat \
cnio : /proc/sys/net/ipv4/conf/caliYYYYY/proxy_arp
10.244.1.1/24 : 1
flannel.1
(10.244.1.0) \ﬁode—m% ip route | grep 10.244
ens160 : 10.244.0.0/24 via 10.244.0.0 dev flannel.1 onlink
10.244.1.0/24 dev cniO proto kernel scope link src 10.244.1.1 linkdown

10.244.1.2 dev calia2a0356c¢6f4 scope link

10.244.1.3 dev cali4f3e8bf5e26 scope link

10.244.2.0/24 via 10.244.2.0 dev flannel.1 onlink

node-01% arp -an | grep 10.244

? (10.244.2.0) at 1a:39:5c:fa:9a:f1 [ether] PERM on flannel.1
? (10.244.0.0) at 22:b3:69:58:45:f1 [ether] PERM on flannel.1
?(10.244.1.9) at Oa:58:0a:f4:01:09 [ether] on cniO

~

J

o fl ) — RADREEDIL—F« >0 T7—FF2F v (< flannel DFEZE
o fi_) — RAD onlink 725318 & 88/ ARP S57E
« [Calico ® A—)\—LA%v bJ—T88D% flannel CEZRX /=

+ Pod M ethO & veth (caliXXXXX) interface D)7 —3F72F+ (4 Calico

pod-01% default via 169.254.1.1 dev ethO @afaf

« T JA)L RNV 169.254.1.1 ZEE, proxy ARP
« ¢cniO bridge interface (IFESIN BN caliXXXXX interface (FEEZIAFEN

7—F
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NSX-T Container Plugin (NCP)
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NSX-T NCP (C&KBDFRY cJ—2 (namespace &DiEH))

namespace: foo

Hypervisor (ESXi or KVM)

namespace: bar

&

vmware
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« NCP (& K8S D namespace ZE51H

1.

2.

3.

namespace MMER=ND
NSX-T H4FD IP block W5H T
v MOEIDIRSNS
SRR FHMERR NS
T1)L—FhMERK SN TO JL—4
CiEfiend

T1 (D)L—FR— SOYWERR S,
MEEA - W F (IRt S, IP 77
RL AW T Ry M SIERSN
D

NAT 9185, TOIL—HI(C
SNAT D)L—ILZEETET D
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NSX-T NCP (C&KDBFRZY cJ—2 (wiring)

Node-01 (VM)

Node-02 (VM)

Hypervisor (ESXi or KVM)

vmware
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« Node SMTARIER Y KD —UtksEE
(NSX-T) W'$pBDDT. Node THA—
IN— LA Z&im g DEHIRN

« Node VM ORI TENMEL TLVB OVS (C
VLAN Trunking UTY31Z0F

« OVS (& Standalone E— RTEIE
L. NCP ([CEDTOVSLEND

« Cif (Container I/F) (C3 L C DFW Zi&
FHATE3DT. Pod BEfi(C Micro-
Segmenation TE3
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OVS vs iptables J\ T # —< > X LEER

; e Preliminary results
are quite promising

2.5

- OVS+conntrack uses
a nearly consistent
= Pure Fowarding rate regardless of

u1FW Rule

100 FW Rules number of rules

™ 1000 FW Rules

- Bridge+iptables uses
more CPU as rule
05 count increases
0

Open vSwitch Bridge

15

[y

Number of gigacycles per second required to saturate a

10Gbps link with netperf TCP_STREAM. (Lower is better) @ S

Open vSwitch

HER : http://www.openvswitch.org/support/ovscon2014/17/1030-conntrack_nat.pdf
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iptables (C&KD Service Routing D)\ A —< >R

Where is latency generated?
* Long list of rules in a chain
* Enumerate through the list to find a service and pod

In this test, there is one entry per service in KUBE-SERVICES chain.

8000

7000

6000
5000
Service Access

Latency (ps)
3000

M First Service
W Middle Service
2000 W Last Service

1000

0 4
1 1000 5000 50000
# of IPTables Rules

1 Service (us) 1000 Services (us) 10000 Services (us) 50000 Services (us)
First Service 575 614 1023 1821

Middle Service 575 602 1048 4174
Last Service 575 631 1050 7077

vmware 02018 VMware. Inc. HiEE https://www.slideshare.net/LCChina/scale-kubernetes-to-support-50000-services -



iptables (C& D Service Routing D\ T A —< >R

* Where is the latency generated?
* not incremental
* copy all rules
* make changes
* save all rules back
* |PTables locked during rule update

* Time spent to add one rule when there are 5k services (40k rules): 11
minutes

* 20k services (160k rules): 5 hours

vmware 02018 Viware. inc. HE# : https://www.slideshare.net/LCChina/scale-kubernetes-to-support-50000-services -



ovn-kubernetes

OVN (Open Virtual Network) [(&. Open vSwitch (OVS) F—AMNFLNICA—T>YV—XT
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LEERER

Flannel

Calico Project

Canal

NSX-T Container

Datastore

Overlay

Network Policy Mechanism
K8S Policy
App Policy
Load Balancer N-S
E-W

VM Support

Visibility Tools

Commercial Support

K8S API (recommended),
etcd

Production: VXLAN, none
(host-gw). Experimental:

IP-in-1P, IPsec

iptables
No

External

No

etcd. K8S API (beta)

None, IP-in-IP

Iptables / Istio
Yes

HTTP method/path
(requires Istio)

iptables
No

External (prometheus)

Yes

K8S API
(recommended), etcd

VXLAN, IP-in-IP, VCP
routing (not
recommended)

Iptables / Istio
Yes

HTTP method/path
(requires Istio)

iptables
No

External (prometheus)

No?

Plugin (NCP)
NSX Manager

Geneve (outside of
worker node)

OVS / (n)vDS
Yes

No

NSX LB
OVS datapath
Yes

Built-in (Traceflow,
Mirroing, etc.)

Yes
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Ubuntu: 18.04 (bionic)
Kubernetes: v1.11.2

Docker: 18.06.1-ce

Flannel: v0.10.0

Calico: 3.2.1

Canal: Calico 2.6.2 + Flannel vO.9.1
NSX-T: 2.1.0.0.7395503
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