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OVN (Open Virtual Network) &I&

o BEUNAMINN—INAHF LEDOVSIZFEI=D o= ARER YT —IF BT A
e OVS (Open vSwitch) dH770YxHrEL T, 2015F(IZIRE)
o EPIDY)—R:27 Sep 2016 (OVS v2.6)

o OpenStack Neutron Plugin (networking-ovn) M &#®MD!)!)—X: 06 Oct 2016 (Newton)

o OVSv21MRI )7 https://github.com/ovn-org
o F—N—LARYET—O%FREBRAYNT—OLELTHZRIE

MBRYLT—H

MERYNT—Y

VM-1 VM-2 VM-A VM-3 VM-4 VM-B
HV1 HV2
VM-A VM-B VM-1 VM-2 VM-3 VM-4
Logical Logical | | Logical | | Logical
Switch Switch Router Switch



https://github.com/ovn-org

OVN®D 4514

T—AR—REEIZKDaT1FaL—23Y
Logical Flow[Z &5 E
o YERYRT—D(OVS)ERBERYNT—D% 0B
o f2LMf=L\OpenFlowéRIL R %
m JAO—T—TILD/ALTZ4>  7A—0Dmatché&action
INAIN—INAPRBDOAT) 5 1EGeneve,STT
SEIL2, L3R
NAT, DHCP, A—RN\SoH DR T4 T ERE
L2, L3 —bkoxA
D CMS (Cloud Management System) CE#ET HZEFRBELE-T A
o OpenStack, Kubernetes, Docker, Mesos, oVirt, ...

OVS OVN
18 DRAMNHDRBRAYF BHORRNMIFE A BREARVET—H
OpenFlow + OVSDB Logical Flow + OVSDB



Open vSwitch (OVS) MiExE

OVSILiB3& A1, 121+ E OpenFlow TSDNIREBEZEETHDILKE
o [BAEFFRTE.ELANILOZA—ASYIZEREYATCHENHIGE. EADHBEILIHFVIELD
UEHA]
m I3 E OpenFlowD#EZ, VA Linux Systems Japan
o OTSEVTEEITHAZABETEUTS, HLIFEBESATIUMLGLCEEE
m YRAY4STCP/IP OpenFlowi, A— L4t
OVSIF#EIRA. I=Hb
o OVSRATATIEHEELERTHELYMEBENICNIEBTESILT
o IFIRIFOVS, Network Namespace, iptables, etcZ A A H B TH AL HEREEZEIRL TS
R/ THFEBOVIN I T7HEB TN TN TOpenFlowDEYAHET HDIE D50
o OpenStack
o Kubernetes
o oVirt, ...



https://www.valinux.co.jp/technologylibrary/document/sdn/openflow0001/
https://www.ohmsha.co.jp/book/9784274069208/

OVNDIVR—xk

4 N
e Northbound DB Clouc Management System
(OpenStack, Kubernetes, etc)
e Southbound DB 9 )
e ovn-northd networking-ovn ovn-kubernetes
e ovn-controller
v EEY—/\
e —
Northbound DB Y

— OVSDB Management Protocol

— OpenFlow A
Southbound DB s

INAIN—INAH
/—FK

A

A

ovn-controller ovn-controller ovn-controller

A A
Y Y

- ovs-vswitchd ovs-vswitchd - ovs-vswitchd
OVvSDB OVvSDB OVvSDB
openvswitch.ko openvswitch.ko openvswitch.ko




Northbound DB

e CMS (Cloud Management System) EDEEET BE05

~ bk

= X FOI ) ystem
o WMERYNT—UDIERL. HAHNEE (desired state) Z1&H s etc)
FTHT—EN—R —
o Logical Port, Logical Switch, Logical Router, ... ubernetes
' ¥ EHEY—/\
e —
<
— OVSDB Management Protocol Hedrtel ne DI Y
—— OpenFlow e — A
Southbound DB g

INAIN—INAH
/—FK
Y

¥

- ovs-vswitchd
OVvSDB
openvswitch.ko

ovn-controller

ovs-vswitchd

OVSDB

openvswitch.ko

A

ovn-controller

A

>

¥

ovs-vswitchd

openvswitch.ko




Southbound DB

IRADIREE (runtime state) ZHEMNTHT —3X—X b
RMER—b RAVF - L—2E PEEREDOTVELY 5
e runtime stateLimER YT —U%tIZLT-Logical Flow®D/x1A
T4 netes
' ¥ ' HIH—/\
e —
— OVSDB Management Protocol Northbound DB Y
— OpenFlow e — A

INAIN—INA

Southbound DB

/—F

A

ovn-controller

A
Y

- ovs-vswitchd
OVvSDB
9 openvswitch.ko

ovn-controller

ovs-vswitchd

OVSDB

openvswitch.ko

A

ovn-controller

A

5

¥

ovs-vswitchd

openvswitch.ko




OVNDIVR—xk

N
ovn-northd nent System
bernetes, etc)
e Northbound DB® I R% Southbound DBMD /
runtime statelZZE# 4557 —F> ovn-k. °rnetes
o WERYRI—UDFEMZEITICLogical flowZ £ R SE— )\
\
e
<
— OVSDB Management Protocol Northbound DB Y
= OpenFlow — A
Southbound DB s
INAIN—INAH
/—F
Y Y

L/ v

- ovs-vswitchd ovs-vswitchd - ovs-vswitchd
OVvSDB OVvSDB OVvSDB
openvswitch.ko openvswitch.ko openvswitch.ko
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OVNDIVR—xk

/ h\
) 1agement System
ovn-controller k, Kubernetes, etc)
o BNAIR—IN(H/—FTRE ’
e Logical flowh 5Physical flowZ A X n | | ovn-kubernetes
o e.g.VIF UUID - OpenFlow port 7 s TE )\
e Physical flowZ/\A//8\—/N\AHF LDOVSIZEA  mmm—
_ hbound DB Y
——> UVDUb Manageme : Frotocol
— OpenFlow — A
Southbound DB g
INAIN—7\1
/—k
/ Y

Y Y

- ovs-vswitchd ovs-vswitchd - ovs-vswitchd
OVvSDB OVvSDB OVvSDB
openvswitch.ko openvswitch.ko openvswitch.ko
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Northbound DB

OVNDIVR—xk

o CMS (Cloud Management System) EDEEET S8
o MEBRYNI—UDIER. HHNEE (desired state) T 5T —FR—X

m Logical Port, Logical Switch, Logical Router, ...

Southbound DB

o IRFEDIKREE (runtime state) 2T 2T —2~R—X
o FMER—kXAVF-IL—RE YMBEREOTIEDYT
o runtime statelSRIBR YLD —o%TTIZLT-Logical Flow®D/ X1 TS51>

ovn-northd
o Northbound DB®)

s IRfE Rk A Southbound DBMruntime statel 2L #4357 —F>

o mMERVYNIT—UDFERZT TICLogical flowz & ik

ovn-controller

o BINAINN—INALH/—FTEE
o Logical flowh 5 Physical flow# 4 X

m egq.VIFUUID

— OpenFlow port

o Physical flowZ/\A/X\—/\A(HF EDOVSIZEA
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Table

0

10

11

Logical Table Flow Structure - Logical Switch Datapaths

Table

Ingress

Flow category
Admission Control and Ingress Port 12
Security - L2

13
Ingress Port Security - IP

14
Ingress Port Security - Neighbor discovery

15
from-Iport Pre-ACLs

16

Pre-LB

Pre-stateful

from-lport ACLs
from-Iport QoS marking
from-lport QoS meter
LB

Stateful

ARP/ND responder

Flow category

DHCP option processing
DHCP responses

DNS Lookup

DNS Responses

Destination Lookup

Table

Egress

Flow category

Pre-LB

to-lport Pre-ACLs
Pre-stateful

LB

to-lport ACLs

to-lport QoS marking
to-lport QoS meter
Stateful

Egress Port Security - IP

Egress Port Security - L2
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Logical Table Flow Structure - Logical Router Datapaths

Ingress

Table | Flow category

0 L2 Admission Control

1 IP Input

2 DEFRAG

3 UNSNAT

4 DNAT

5 IPv6 ND RA option processing
6 IPv6 ND RA responder

7 IP Routing

8 ARP/ND Resolution

9 Gateway Redirect

10 ARP Request

Table

Egress

Flow category
UNDNAT

SNAT

Egress Loopback

Delivery
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OVN®D FENE Rk

OVSDBMiE{E
o ovsdb-tool
o ovsdb-client

Logical Switch®{E Rk

o ovh-nbctl lswitch-add SWITCH_NAME

Logical Portd &R

o ovn-nbctl 1lport-add SWITCH_NAME PORT_NAME

Logical PortiIcMACZ KL RZEETE

o ovn-nbctl lport-set-address PORT_NAME MAC_ADDRESS

Logical Port&Physical Port®#t 4 (+

o ovs-vsctl add-port BRIDGE INTERFACE -- set Interface INTERFACE
external_ids:iface-id=PORT_NAME

\
OpenStack, KubernetesF &E#E T HEFE. DAY I[ENeutron ML2 driver/CNI Pluginm o> TN ET

& RedHat



OpenStack Integration



OpenStack& M EHE

e Neutron ML2 driver: networking-ovn

Y

OVS agent ]

[ neutronl-server ]
MLZ/OVS \ rabbitmq S EEET \]

~

DHCP agent ]

Adv. Services ]

ovn-northd ]

i ]/[[[ ovn-controller ]
neutron-server ovsdb-server
ML2/0VN i ] N f

rabbitmq }4 =[ Adv. Services }
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NeutronEOVNDIERERD I VEL S

NEUTRON

router
network

port

security group

floating ip

(in octavia WIP!)

OVN

logical router + gateway chassis (scheduling)
logical switch + dhcp_options

logical switch port ( + logical router port)
Port_Group + ACL + Address_Set

NAT (dnat_snat entry type)

Load_Balancer
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HE

networking-ovn M4

L2
o ARP responderMisE
L3
o  OVNTIPV4/IPVEIL—T 42T DARAT4THHR—k
m L3 agentldhEALY
o DEUIL—A
o namespaceZEHWHEMNZLND THER
Security Group
o H—FILDconntrackEL1—ILEFOVSHLEEF
o Neutron® firewall_driver = openvswitch £RBICEhE
DHCP
o ovn-controllerm®DHCPMD#REZE D
m dhcp agentlIwAE 4L
m  dnsmasgMf={SAHERIZESAE0N
o VUITNHEIA—R5—RADHIEFE



networking-ovn M 4¥ &

e Metadata
o HMEKTII namespace + haproxy
o metadata-agent&neutron-serveré&®M
BIEIFTE
e Octavia
o OVN®Octavia driverfi& &
o Amphora VMWL EL<ES

20

Chassis 1

br-int

localport A localport B

haproxy haproxy

UNIX socket

ovn-metadata-agent



Kubernetes Integration
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Kubernetes& ) EHE

OVNH®MCNIFS%4 4> : ovn-kubernetes https://qithub.com/ovn-org/ovn-kubernetes

DCNITST A &M ETE
o ServiceZ 7V zIMIERMIZOVSDHERETEIRLTLVS
m Service > Pod@DNAT
m Service » E#HPodDO—F/N\FU R
o Network Policy®llf#[XOVSTE1R
o FDMIFIZWLWEERDCNITZT 12 EREL
m HNEDNSIEES D EZACoreDNSEFESFMHRIZHSOTULNS..KLIICRAD


https://github.com/ovn-org/ovn-kubernetes

ovn-kubernetes ¥ IR Rk

k8s-master k8s-minion1 k8s-minion2
coredns-5644d hello-php-85f4f hello-php-85f4f hello-client-6ffb
7b6d9-5bg9r 89698-99ts4 89698-t7cg9 d44b44-86r8;
coredns hello-php hello-php client

192.168.1.3

192.168.2.7 192.168.1.4 192.168.2.7

192.168.0.2  909e63bb427f0d0 192.168.1.2 6F947a6c8f 405 RN T
br-nexthop k8s-k8smaster br-nexthop  k8s-k8smaster br-nexthop k8s-k8smaster

169.254.33.1 169.254.33.1 169.254.33.1

enpOs8 enpOs8 enpOs8

L B e N
10.10{0.11 ovn-28baae-0 ovn-22a195-0 1p.10.0.12 ovh-44ef7b-0 ovn-22a195-0 1p10.013 ovn-44ef7b-0 ovn-28baae-0
Geneve to Geneve to Geneve to Geneve to Geneve to Geneve to

23 k8s-minion1 k8s-minion2 k8s-master k8s-minion2 k8s-master k8s-minion1

| & RedHat




ovn-kubernetes iRIERYFT—2

br-local_k8smaster br-local_k8sminion1 br-local_k8sminion2

etor-GR_k8smaster etor-GR_k8sminion etor-GR_k8sminion2

169.254.33.2
rtoe-GR_k8sminion2

rtoe-GR_kBsmaster 169.254.33.2 rtoe-GR_k8sminion1 169.254.33.2 &

rtoj-GR_k8smaster 100.64.0.2 rtoj-GR_k8sminion1 100.64.0.3 rtoj-GR_k8sminion2
jtor-BR_k8s 100.64.0.4

jtor-GR_k8smaster e . jtor-GR_k8sminion2

ig ~

i’ 4
Y
5

jtor-ovn_cluster_router

rtoj-ovn_cluster_router - 100.64.0.1

192.168.0.1
rtos-k8smaster

192.168.2.1

rtos-k8shhinion rtos-k8sminion2

)2.168.1.1

stor-k8smaster stor-k8sminion1 stor-k8sminion2

k8s-k8smaster 85 k8sminion1 8- 8s
192.168.0.2 192.168.1.2 minion2
192/168.2.2




ovn-kubernetes iRIERYFT—2

I N == == R e

k8smaster :y;—j—;ﬁ(rﬁ%ﬁﬁaﬁémgicm Switch k8sminion2
Service—PodDO—F/A52 XA PDNATIZCCCUET S

etho etho etho




ovn-kubernetes SRR YFT—2

a br-local_k8smaster - br-local_k8sminion1

W W,
et [ ] A [
ext_k8smaster ext_k8smini

etor-GR_k8smaster

s rtne-GR k8smaster PN

/default via10.0.2.2 dev enp0s3
10.0.2.0/24 dev enp0s3 proto kernel scope link src 10.0.2.15
10.10.0.0/24 dev enp0s8 proto kernel scope link src 10.10.0.11
169.254.33.0/24 dev br-nexthop proto kernel scope link src 169.254.33.1
172.16.1.0/24 via 192.168.0.1 dev k8s-k8smaster
172.17.0.0/16 dev dockerO proto kernel scope link src 172.17.0.1 linkdown
192.168.0.0/24 dev k8s-k8smaster proto kernel scope link src 192.168.0.2

\192.168.0.0/16 via 192.168.0.1 dev k8s-k8smaster

192.168.0.1

rtos-k8smaster rtos-k8skhinion1

-

etor-GR_k8sminion

k8sminion1

stor-k8sminion1

Ister_router

ster_router

rtos-k8sminion2

ﬁ' stor-k8smaster &
( q k8smaster g H k8sminion1
-K3smaster

192.168.0.2

192.168.1.2

jtor-GR_k8sminion2

192.168.2.1

— br-local_k8sminion2

e ! (]
ext_k8sminion2

etor-GR_k8sminion2

rtoe-GR_k8sminion2

rtoj-GR_k8sminion2

"/

stor-k8sminion2

k@ H k8sminion2 k&(
8sminion1 -k8s

minion2
192/168.2.2




(hnn|

ovn-kubernetes SRR YFT—2

/—FRE{EZH|{H9 SLogical Router




ovn-kubernetes iR~y kDJ—%

GR_k8smaster :I‘/v"d'b‘%’&ll&iﬁﬁﬂ'%ah_%%ﬁ’rﬁrf A3 Logical Router




[-A POSTROUTING -s169.254.33.0/24 -j MASQUERADE })etes EH:H IEE*“J I\ Ij _7

br-local_k8smaster br-local_k8sminion1 br-local_k8sminion2

etor-GR_k8smaster etor-GR_k8sminion etor-GR_k8sminion2

169.254.33.2
rtoe-GR_k8sminion2

rtoe-GR_kBsmaster 169.254.33.2 rtoe-GR_k8sminion1 169.254.33.2 &

rtoj-GR_k8sminion1 0 °-04-0-3 rtoj-GR_Kk8sminion2
itor-BR_k8s 100.64.0.4

jtor-GR_k8smaster e . jtor-GR_k8sminion2

ig ~

i’ 4
Y
5

rtoj-GR_k8smaster 100.64.0.2

jtor-ovn_cluster_router
rtoj-ovn_cluster_router - 100.64.0.1

192.168.0.1
rtos-k8smaster

192.168.2.1

rtos-k8shhinion rtos-k8sminion2

)2.168.1.1

stor-k8smaster stor-k8sminion1 stor-k8sminion2

k8s-kB8smaster 8sLk8sminion1 8s-k8s

192.168.0.2 192.168.1.2 minion2
1921168.2.2




ovn-kubernetes ¥ IR Rk

k8s-master k8s-minion1 k8s-minion2
coredns-5644d hello-php-85f4f hello-php-85f4f hello-client-6ffb
7b6d9-5bg9r 89698-99ts4 89698-t7cg9 d44b44-86r8j
coredns hello-php hello-php client
8.1.4 192.168.1.3 192.168.2.7
-APOSTROUTING -s169.254.33.0/24 -) MASQUERADE
192.168.0.2  909e63bba27f0d® 192.168.1.2 Gi9qfaceaiig|05 192,168, 2,2 YU0Ee9e2 i iueD
br-nexthop k8s-k8smaster br-nexthop  k8s-k8smaster br-nexthop k8s-k8smaster
169.254.33.1 169.254.33.1 169.254.33.1
enpOs8 enp0s8 enp0s8
10.1040.11 ovn-28baae-0 ovn-22a195-0 1p.10.0.12 ovh-44ef7b-0 ovn-22a195-0 1p-10.0.13 ovn-44ef7b-0 ovn-28baae-0
Geneve to Geneve to Geneve to Geneve to Geneve to Geneve to
30 k8s-minion1 k8s-minion2 k8s-master k8s-minion2 k8s-master k8s-minion1

& RedHat



OVND S #

Multi master OVSDB Server Clustring
Rr—3E)T4RE ($(ZOVSDB)
BPF/DPDK Datapath

Service Function Chaining

e RedHatDHE G,
o Red Hat OpenStack Platform 15 (Stain)
m OpenStack®D & kR
m OVNA T I#JLEDNeutron ML2 RS54/
o Red Hat OpenShift Container Platform 4.2
m  Kubernetes® ! & ik
m 4.2TTech Preview, XN ZDRLLNWTIER Y R—R>T IHILEDCNITS 5 A1
o Red Hat Virtualization
m 4. 2LIETOVNYR—k

31
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2% 3Bk

ovn-architecture(7) http://www.openvswitch.org/support/dist-docs/ovn-architecture.7.txt

ovn-nb(5) http://www.openvswitch.org/support/dist-docs/ovn-nb.5.txt

ovn-sb(5) http://www.openvswitch.org/support/dist-docs/ovn-sb.5.txt

ovn-northd(8) http://www.openvswitch.ora/support/dist-docs/ovn-northd.8.txt
ovn-controller(8) http://www.openvswitch.ora/support/dist-docs/ovn-controller.8.txt
OVSConM & #} http://www.openvswitch.org/support/ovscon2019/



http://www.openvswitch.org/support/dist-docs/ovn-architecture.7.txt
http://www.openvswitch.org/support/dist-docs/ovn-nb.5.txt
http://www.openvswitch.org/support/dist-docs/ovn-sb.5.txt
http://www.openvswitch.org/support/dist-docs/ovn-northd.8.txt
http://www.openvswitch.org/support/dist-docs/ovn-controller.8.txt
http://www.openvswitch.org/support/ovscon2019/

Thank you

Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning
support, training, and consulting services make

Red Hat a trusted adviser to the Fortune 500.

linkedin.com/company/Red-Hat

youtube.com/user/RedHatAPAC
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