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Who is outshift ?

Outshift by Cisco is the incubation engine delivering what’s next and new

. ' / o for Cisco: Emerging technologies that target new markets and personas to
P outs h I ft build meaningful businesses and achieve innovative results.
,I
by CISCO We turn ideas into awesome products — with solutions for modern cloud

native applications, edge, quantum, and Al.

. |H ET&IF—Ls
Innovation, full speed ahead
Products Cisco Cisco Cisco
Cloud Application Security | Generative Al Infra Research Open Source Program Office Responsible Al Committee

— o © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.
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Where does outshift target ?

First Degree

Growing the Current Business

Current Cisco Business Entities

Second Degree
Adjacent Markets

* Modern Apps

* Edge Ops/Al

* Data Security
\

Third Degree

Non-Adjacent Markets
* Disruptive Supply Chain
* Visibility & Observability

* Data Brokering

Nth Degree
Emerging Markets
* GenAl

* Web3

* Quantum Networking

— o © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.
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Where does outshift innovate ?

NATIVE

EDGE
NATIVE

INNOVATIONS
QUANTUM
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Products

.

4 panoptica

C‘ panoptica LEARN MORE

Cisco Cloud Application Security

Improve your team’s collective
response to risk with Panoptica

Fewer tools, more control. With embedded remediation and out-
of-the-box attack path analysis, Panoptica provides a
consolidated and collaborative experience as the leading cloud
application security platform.

© 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.
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Panoptica
(Cisco Cloud Application
Security)

https://www.panoptica.app/




Panoptica (Cisco Cloud Application Security)

« Comprehensive Code to Cloud Security

- : ) Code +
Build Security

Cloud Security
Posture Management

=

Cloud Workload
Protection

o

API Security

panoptica

Cisco Cloud Application Security

Data Security

~

Identify, prioritize, & remediate
risk throughout SDLC & enforce
continuous governance policies.

.

/

Automate compliance

monitoring & simplify asset
visualization, sorting, &
grouping.

)

Get continuous visibility, risk
assessment & mitigation guidance
across all your cloud workloads:
VMs, containers/ Kubernetes, &

serverless.

\_

-

Secure, monitor & perform risk
assessment of internal, external
APIs, & API tokens.

Inventory and assess your
cloud data stores to prioritize
mitigation of potential
data breaches.

@

Cloud Detection and Response

Detect and respond to attacks in real time through the use of behavioral analysis,
machine learning on data collected from cloud providers and runtime sensors

o

-
-
-
-
-
-
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Attack Path Analysis

Remediate the risks that matter—first.
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Panoptica (Cisco Cloud Application Security)

« Visibility, Prioritization, Remediation

Scope: | Account
& panoptica
Dashboard

Status

Security Score

aws-demo
research-team
demo-client

eks-panoptica-demo

Prioritization Funnel

Attack Path Flow

Vulnerabilities - 3007

Identity Risk - 26

Configuration Risk - 122

Exposed Secrets - 163

[ Time Renge: Last 7 Days ~

Total
° New
Critical

Resolved

By: Attack Paths v

Compliance

Awscis

AWS GOPR

AWS HIPAA

. Awspci

) Awssocz

3
) Help Center L1

o O maiware

D AWS GuardDuty

4F OREN SELNICHINT REFRE
BYRATNG

L)
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nsole.panoptica.app/sttack-patk

v Correlated Risks

B

Public Access

> Remediation

14 Put ulnerable W

v Risk Overview

EIE Y75 Attack PathZ B[R4t

() Time Range: Last

(Exploitab

/ Days v

Asset: O panoptica-m1
Cloud Risks: =B

# 4 Remediation Guidel

4 panoptica

Cisco Cloud Application Security

Asset: L3 oc2

Cloud Risks

ith_admin_role

() Help Center

Cisco Confidential



© 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.

Cisco Confidential



Open source @ Cisco

@gf:) Clarity

VMClarity

VMClarity provides agentless
detection and management of
Software Bill of Materials
(SBOMs) and because it is
agentless, cloud native security
and observability on VMs are
enhanced without writing or
modifying any code.

2\

) gﬂw)ﬂr

Snort

It is an open source intrusion
prevention system capable of
real-time traffic analysis and
packet logging.

® KUBEClarity

KubeClarity

KubeClarity is a tool for detection
and management of Software Bill
Of Materials (SBOM) and
vulnerabilities of container images
and filesystems.

ffic Generator

TRex

TRex is an open source, low cost,
stateful and stateless traffic
generator fuelled by DPDK.

P .
g'APICIar|ty

APIClarity

Cloud native visibility tool for
APIs. Uses a Service Mesh
framework to analyze API traffic
and identify potential risks. Works
with OpenAPI specs.

()

[ Y O

[ 0 A I B

VA AN AR WP

|/ (—
Joy

A package for capturing and
analyzing network flow data and
intraflow data, for network
research, forensics, and security
monitoring.

© 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.
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FOUNDATION

E

CLOUD NATIVE

COMPUTING FOUNDATION

©OP=NI19

—— Foundation —

Cisco proudly sponsors

Premier

C1LF
NETWORKING

CILF
PUBLICHEALTH

Wy
OPENAPI

INITIATIVE

Premier

u OpenSSF

7' Openlnfra

FOUNDATION

KubeCon
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Events

BRAIGEHEEvent TREIE TV =FWZWTBYET,

cIsco Ap{@/

Amsterdam | February 9-14, 2025

Cisco Live EMEA 2025

February 9-14, 2025
Amsterdam, NL

Al takes center stage at Cisco Live 2025
Amsterdam, empowering you to expand your
horizons and immersing you in the next wave
of Cisco’s transformative technologies. Learn
to work faster, safer, and smarter and become
part of the movement that will Go Beyond
what'’s possible.

Learn More >

AWS

e l[nvent

AWS re:Invent 2024

December 2 - 6, 2024
LAS VEGAS, NV

Come join us in Las Vegas for five exciting
days of keynotes, breakout sessions, chalk
talks, interactive labs, and career-changing
connections. Your conversations with AWS
leaders, experts, and peers will leave you
feeling inspired and equipped to build nearly
anything you can imagine—and tackle your
most ambitious goals.

Learn More >

0 © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.

The Al

Tour

Putting Al to work

Venfure

Venture Beat Al Impact Tour

10 September, 2024
San Francisco, CA

N Y AR
—outshift
'
by CISCO
Cisco Live US 2024 / Las Vegas / June 2-6

Cisco Live US 2024

June 2-6, 2024
Las Vegas, NV

—,‘p{Jtshift

s €1seo

Las Vegas - August 12 -14, 2024

Ai4 2024

August 12-14, 2024
Las Vegas, NV

RSA

Moscaone Center, San Francisco, CA « May 6-9, 2024

RSAC 2024

May 6-9, 2024
San Francisco, CA

https://outshift.cisco.com/the-latest
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Blogs

WRBRIZHEELTNET !

Yy
3% INSIDE OUTSHIFT

@ Vijoy Pandey

Outshift by Cisco: Introducing
innovation, full speed ahead

Explore the innovative world of Outshift, Cisco's incubation engine for emerging technologies. We're

building what's next for tomorrow's customer needs.

TEAM

0 © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.

Subscribe
to
the Shift!

Get emerging insights
on innovative
technology straight to
your inbox.

Subscribe to newsletter ‘

Accelerating innovation at
Outshift with platform
engineering director and CISO

Tech trends 2024: From
generative Al challenges to the
rise of quantum computing

Q" INSIGHTS

ModelSmith: Machine learning
model optimization for real-world
deployments

3)¢ PRODUCT

Reduce generative Al risks and
improve compliance for your
GenAl landscape

ARTIFICIAL INTELLIGENCE MoTIFIC

https://outshift.cisco.com/blog

Cisco Confidential



Blogs

TA COLLABORATIONS @® 7 min read

Tech trends 2024:
From generative Al
challenges to the
rise of quantum
computing

Join Vijoy Pandey and Pascal Bornet as they
dive into 2024’s tech trends, including
generative Al, quantum computing, and API
abstraction.

—¢  The Outshift Team

Q" INSIGHTS @ 13minread

Share

° Twitter
[ Y
o Facebook

@ by Rosa Merced  Pubished on 09/12/202¢  Last updated on 09/12/202¢ ‘

Using advanced prompt engineering for smarter
Al assistants

Tech kL2 R ASTipstILERE v S

— o © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.

Inside Outshift

¢
2k INSIDE OUTSHIFT

Learn what makes our tech tick — our team! Dive into behind the scenes happenings
at Outshift and Cisco.

@® 7 minread

Accelerating
innovation at
Outshift with
platform
engineering director
and CISO Hasith
Kalpage

Meet Hasith Kapage, the CISO and Platform
Engineering Director, a champion for team-
driven innovation at Outshift by Cisco.

F—LAVN—DBNLTEADE
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QRNG (Quantum Random Number Generator)

Random bit string 001110101011110101001101010110...

Revolutionizing randomness:
CISCO'S Quantum Random Quantum Random
Number Generator bl

Explore the detailed design of Cisco’s Quantum Random Number
Generator (QRNG) which leverages quantum vacuum noise to ensure
true randomness.

H ELEY7ZIRNG: PRNG/TRNG >> #=8Y., I LB DE M E 12K F T 5= KEBIIZIEDeterministic
QRNG: EF NZFDHHEZFIFALI-RNGIZEH J:”E"O)EL #a E A EE
Quantum Vacuum noisezx/—AXEL=QRNGTEET —2L — = EIH [ 5E

ORNG1—ZXA/—2X
iB5. 7 —L4, #:&E/ =< C(lottery industry), E>TAH)LAO-L3aL—avitE

. (') © 2023 Outshift by Cisco and/or its afflliates. All rights reserved. Outshift by Cisco Confidential https://outshift.cisco.com/blog/unlocking-power-true-randomness-Cisco-quantum-random-number-generator
“, https://outshift-headless-cms-s3.s3.us-east-2.amazonaws.com/CREA-690_Quantum-WP-draft04.pdf
Cisco Confidential



R&D

Research Areas

Cisco Research connects Cisco
engineers with world-class academic
researchers to explore strategically
promising technologies.

Systems and Networking

Networking is our core. We're deeply interested in all related topics, as
well as adjacencies that drive change in the way networks need to
operate.

Related publications >

Artificial Intelligence & Machine Learning

We explore machine learning, deep learning and algorithms to enrich and
optimize the experience of our products and solutions.

Related publications >

— o © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.

Cybersecurity

We're investigating new technologies to increase trust and address a
broad range of the Internet's security & privacy challenges.

Related publications >

Quantum

We develop hardware and software technologies for qguantum networking
and quantum cryptography.

Related publications >

Cisco Confidential



Cisco contributions in research

Refine Results
Search within these results

Search by author, research area, or title...

Research Areas
Artificial Intelligence & Machine Learning
(68)

[J Cybersecurity (27)

[J Quantum (26)

[J Systems and Networking (28)

[J None (1)

Date Range

@ All Dates

O Past Year

O Past 5 Years
O Past 10 Years
O Custom Range

Showing 0 - 10 of 139 results Sort:  Most Recent v

JOURNAL

LightPure: Realtime Adversarial Image Purification for Mobile Devices Using
Diffusion Models

Artificial Intelligence & Machine Learning

Hossein Khalili, Seongbin Park, Vincent Li, Brandan Bright, Ali Payani, Ramana Rao Kompella, Nader Sehatbakhsh
August 2024 | ARXIV

View Full Publication

JOURNAL
Benchmarking of Code Generative LLMs (Poster)

Cybersecurity
Mirza Masfiqur Rahman, Ashish Kundu and Elisa Bertino
August 2024 | IEEE Xplore

View Full Publication

JOURNAL

Minimal Protocols for Entanglement Distribution with Finite Memory Coherence
Time

Quantum

Shahrooz Pouryousef, Hassan Shapourian, Don Towsley
August 2024 | IEEE Xplore

View Full Publication

© 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.

HAPOKRFZER. RRAGEXESHOARE
WmESETWEZNTEYET,

https://research.cisco.com/publications
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Quantum Networking
Research & Development

© 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.
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Cisco Quantum vision

= w= =  Quantum Cioud Computing
Quantum Security SR |
SY O
| ~

N Multi-User & Multi-Tenant _ 7  Quantum Data Center
Quantum Computing | ~ = [
| -

——___»

e Quantum Network ~

Ilwnamlc Entanglement Co -existence

Quantum Sensmg /2 ~. Distributed Quantiim Sensing

I___Qqntrm.___l

— © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential. . .
,'0 Cisco Quantum summit 2024
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Cisco Quantum summit
FIZ1E ., ERORMERE L E 2 ZHE5F LEHE St b Virtual Event

Cisco Quantum Summit 2024

Tuesday, September 10, 2024

Agenda

Time Section title Speaker

9:00 AM Welcome: Cisco vision Reza Nejabati, Head of Quantum Research, Cisco

KEHYFTT !

Cisco Quantum Summit 2024
Y4 .
- outshift

Session 1: Keynotes and Panel Discussion

Time Section title Speaker

Andrew Lord, Sr. Manager, Optical Networks and

9:10 AM Keynote: Building a practical quantum network from security to distributed quantum computing o
Quantum Research at British Telcom

Donald Towsley, Distinguished Professor,

9:35 AM Keynote: Advances in Entanglement Distribution Protocols . .
Y g University of Massachusetts Amherst

10:00 AM Keynote: Building Scalable Quantum Technologies for Network and Computing Prof. Prineha Narang, UCLA

»
ntum Sumiiie

Prof. Elham Kashefi, University of Edinburgh

10:25 AM Keynote: Network for Distributed Quantum Computing Chief Scientist NQCC

Panel Discussion: Quantum Network Use Cases and Architecture from security to distributed

10:50 AM »
computing

Host: Ramana Kompella, Head of Cisco Research

8% @ Youlube
11:15 AM Break

https://research.cisco.com/quantum-summit https://youtu.be/f5VDYImz4R8?si=zaMBK_XImC2ayOp_

o © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.
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Quantum summit 2023 recap

are commonplace?
Multiple Choice Poll

1-5 years

5-10 years

10-15 years

15+ years

© 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.

7%

29%

43%

21%

= How many years before a multinode quantum network with GHz rate and unit fidelity

slido
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Quantum Computing & Networking : F¥ L >
FEFELEZ,  ERNGEREE~T /M AHREET

Developing Larger
Quantum Computers
Current Record: 1180 qubits

Achieving Longer
Quantum Memory

N/
—O0

“,

A7

~

Achieving Longer
Quantum Coherence
Current Record: 343 ms

Requiring Fewer Qubits
for Error Correction
Current Record: 48

Improving Quantum

Planning & Modelling
Transmission Fidelity

Quantum Networks

© 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.

BRKETI-1003

Extending

Entanglement Raising Operating

Current Record: 248 km Temperatures
70
\ &)
o -0
(0
o~/
Developing Quantum Lowering
Network Protocols Costs

C%éo Confidential


https://newatlas.com/computers/quantum-computer-startup-1-000-qubits/
https://futuretimeline.net/blog/2023/09/18-record-length-for-quantum-coherence.htm
https://thequantumrecord.com/quantum-computing/breakthrough-in-quantum-error-correction/
https://www.oeaw.ac.at/en/news/world-record-for-quantum-entanglement-in-optical-fibers

Steps to Building a Quantum Network

1) Quantum Network Research

2) Quantum Network Simulation

3) Quantum Network Lab testing

BRKETI-1003 20 Confidential



Quantum network Research

Modelling a Unified Classical & Quantum Internet

. “We are now with Quantum

Internet where we were with the
classical Internet in the 1960s”

. The Cisco Research team has

published a paper on how can we
design a network that can serve
thousands and eventually millions
of end nodes

L
Packet-Switched Packet-Switched

https://outshift. cisco.com/blog/making-a-guantum-ready-internet
/farxiv.org/abs/2205.07507

https:

- In another paper, the Cisco Research
b team developed a framework to guide
J Quartam the first steps of planning a quantum

network using the existing optical
network infrastructure

- This framework was formulated as an
optimization problem

- Specificallv as an Integer Linear
Programming (ILP) problem

https://techblog.cisco.com/blog/first-steps-to-quantum-network-planning

https://arxiv.ora/abs/2308.16264

— o © 2023 Outshift by Cisco and/or its affiliates. All rights reserved.

Planning Quantum Networks
Over Existing Fiber Networks

™ Enduser
© Router

O Awsiliary router
* Repeater

* Awiliary repeater
100 mi—

Photonic Quantum Processors
- Quantum photonics emerges as a promising platform for scalable quantum
information processing
- possibly at room temperature
.- These directly enable quantum networking
- by serving as a repeater for quantum error correction, or
. as a server for distributed quantum computing resources

https://outshift.cisco.com/blog/how-powerful-are-photonic-guantum-processors

Research

Cisco Confidential
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Simulation

Tme T Protocol B ai
1o Home i Protocol Builder P Run Simulation JL

Canvas 1 0 Canvas Setting »
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https://research.cisco.com/research-projects/qnet-lab

Cisco Quantum Research Lab

. 202343 A [ZCalifornia Santa Monica
[ZCisco Quantum LabZ#A—7"

Y,

b
panld

" une

W% uasSandnls

"Wu,. i
%ME;’&% 15757

© 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential
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https://outshift.cisco.com/blog/quantum-research-lab-announcement

— © 2023 Outshift by Cisco and/or its affiliates. All rights reserved. Outshift by Cisco Confidential.
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